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How the internet is 
breaking democracy & 
what we should do now







three troubling trends



hack  #1
decline of the news industry 











hack  #2
machinery of surveillance & persuasion





It will be turnkey tyranny. 

Edward Snowden 
Hong Kong, June 2013 
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NSA SURVEILLANCE



It’s turnkey tyranny. 

Ed Snowden 
Hong Kong, May 2013 





We use systems that spy 
on us in exchange for 

services. 

Bruce Schneier 
Data and Goliath 









hack  #3
GamerGate





“a toxic sludge  
of rumor, invective, 

and gender bias”







coordinated here to do this on these platforms

4chan 
8chan 

IRC 
Reddit 
N4G 

NeoGAF

hack into accounts  
publish private info 

shame, mock  
rape & death threats 

silence 

Twitter  
YouTube 
Pastebin  

SoundCloud 
imgur  

Wikipedia

August 2014 to September 2015



#1 experienced troll army

#2 surveillance/persuasion industry

#3 weak & confused news industry





It leads to a special kind 
of alienation from self, 
and a special kind of 
wariness of others.

Erving Goffman 
The Presentation of Self in Everyday Life 



and so what happened?













what else happened?





USC: nearly one in 5 election-related tweets was a bot;  
75% of bots were pro-Trump.











The result is a frayed, 
incoherent and polarized 

public. 

Zeynep Tufekci 
Twitter and Tear Gas 



U.S. election is a symptom of a 
broader democratic malaise









Jan-Werner Müller Masha Gessen Timothy Snyder

Zeynep Tufekci Yascha Mounk Sarah Kendzior





7 rules to live by

















A people that no longer believe 
anything cannot make up its mind. 
And with such a people you can do 

what you please.

Hannah Arendt





A society which emphasizes 
uniformity creates 

intolerance and hate.
Pierre Elliot Trudeau 



We must continue to cherish 
compassion, love, and 

understanding.
Pierre Elliot Trudeau 



THANK YOU




